Energy-efficient design and secure communications are of crucial importance in the sixth generation wireless communication networks. However, the energy efficiency when using physical layer security can be limited by the channel conditions. In order to tackle this problem, an intelligent reflecting surface (IRS) assisted multiple input single output (MISO) network with independent cooperative jamming is studied in this paper. The energy efficiency is maximized by jointly designing the transmit and jamming beamforming and IRS phase-shift matrix. An alternative optimization algorithm is proposed based on semidefinite programing (SDP) relaxation for solving the challenging non-convex fractional optimization problem. Simulation results demonstrate that our proposed design outperforms the benchmark schemes in term of energy efficiency. The study sheds light on the tradeoff between energy efficiency and the secrecy rate in the IRS-assisted MISO network.
I. INTRODUCTION
Recently, the development of fifth-generation (5G) wireless communication networks have been advanced greatly, and their commercial deployment is forthcoming [1] . Meanwhile, the sixth-generation (6G) wireless networks had started to attract research attention from both academia and industry [2] . They aim for realizing ultra-high spectrum and energy efficiency, ultra-dense user connectivity, and very low latency. Particularly, energy efficiency is of crucial importance in the 6G wireless communication network since diverse energyintensive communication services are emerging and the decrease of the greenhouse gas emission caused by communication technologies is imperative. In this case, extensive existing work have formulated energy efficiency optimization frameworks and designed resource allocation schemes in different networks [3] - [6] .
The authors in [3] studied the trade-off between the spectral efficiency and energy efficiency in the multiuser downlink beamforming multiple-input multiple-output (MIMO) system. In [4] , the achievable energy efficiency was considered in a MIMO downlink system. The energy efficiency among all the base stations was maximized by using an iterative beamformer design based on an inner approximation algorithm. The energy efficiency of a MISO downlink system with energy harvesting and zero-forcing beamforming was studied in [5] . By coupling the Lagrangian relaxation with the Dinkelbach method, a low complexity algorithm was developed. Recently, the authors in [6] have designed energy-efficient resource allocation schemes for mobile edge computing networks.
Besides energy efficiency, secure communications are also critical in the 6G wireless networks since the communication environments are increasingly complicates and the security of private information is imperative. To this end, there are two main secure communication techniques that have been studied. One is the traditional cryptographic techniques and the other is the physical layer security. Physical layer security has received great attention in recent years since it can achieve secure communications without extra overhead for protecting the key. However, the secrecy rate achieved by the mutual information difference between the legitimate user and the eavesdropper is limited since it depends on the difference between the channel condition from the base station to the legitimate user and that from the base station to the eavesdroppers. In order to address this issue, many techniques have been considered, such as artificial noise (AN) and cooperative jammer (CJ) [7] .
The deployment of the friendly jammer intends to confuse the eavesdroppers by introducing jamming signal [8] . In this case, it can help to increase the achievable secrecy rate by transmitting the cooperative jamming signal. In [9] , the secure transmission strategies for a MIMO system with an eavesdropper was studied, and the asymptotic secrecy rate was given by using the matched filter precoding with artificial noise at the transmitter. The authors in [10] considered an energy harvesting enabled MIMO system, and the AN generation was exploited to increase energy transfer efficiency and achieve secure transmission. In [11] , the authors formulated an ANaided beamforming design problem subject to the practical secrecy rate and energy harvesting constraints. By combing the NOMA with energy harvesting, the transmission power was minimized.
Lately to improve energy efficiency and achieve secure communications, a promising technology called intelligent reflecting surface (IRS) has attracted significant attention from researchers. IRS consists of a large number of low-cost passive reflecting elements with the adjustable phase shifts [12] . By properly adjusting the phase shifts of the IRSs elements, their reflected signals can combine with those from other paths coherently to enhance the link achievable rate at the receiver and decrease the rate at the eavesdroppers [13] . Since the IRS does not employ any transmit radio frequency (RF) chains, energy consumption only comes from reflective the authors' best knowledge, there have been no studies yet in energy-efficient design in secure IRS-assisted MISO network. Motivated by the above-mentioned facts, an IRS assisted MISO network with cooperative jamming is investigated in this paper. The contributions are summarized as follows. We study the joint design of information transmit and cooperative jamming beamforming. An energy efficiency maximization problem is formulated subject to the available power and the lowest rate constraints. The problem is quite challenging due to its non-convexity and coupling of the beamforming vector with the IRS phase shift matrix. By applying semidefinite programming (SDP) relaxation, an alternative algorithm is proposed to solve the problem. Simulation results show that the proposed IRS-aided cooperative jamming scheme can provide significant energy efficiency performance gain. The tradeoff between the achievable energy efficiency and the secure rate is also elucidated.
The rest of the paper is organized as follows. In Section II, we present the system model. In Section III, energy efficiency maximization problem and its solution are presented. Simulation results are given by Section IV. The paper is concluded in Section V.
Notation: C M×N denotes the M × N complex-valued matrices space. CN (µ, σ 2 ) denotes the distribution of complex Gaussian random variable with mean µ and variance σ 2 . For a square matrix X, the trace of X is denoted as Tr(X) and rank(X) denotes the rank of matrix X. ∠(x) denotes the phase of complex number x. Matrices and vectors are denoted by boldface capital letters and boldface lower case letters, respectively.
II. SYSTEM MODEL
As shown in Fig. 1 , an IRS assisted wireless communication system is considered. There is a multi-antenna base station that transmits the confidential information to a single-antenna legitimate user. At the same time, K eavesdroppers (Eve) are trying to intercept the information from the base station. In order to improve the security, a friendly jammer is considered to transmit jamming signal. It is assumed that both the base station and the jammer are equipped with N antennas, and the IRS has M reflect elements. The eavesdroppers are equipped with a single antenna. The channel gains from the base station to the IRS, base station to user and base station to the kth Eve are denoted as
The baseband equivalent channel from the Jammer to the IRS, Jammer to user and Jammer to Eve k are denoted as G J,I ∈ C M×N , g J,U ∈ C 1×N , and g J,E,k ∈ C 1×N , respectively. The channel from the IRS to the user and Eve k are denoted as h I,U , h I,E,k , g I,U , and g I,E,k , respectively, where they are 1 × M complex vectors. The IRS adjusts its elements to maximize the combined incident signal for user. The diagonal phase-shift matrix of IRS can be denoted as Θ = diag(exp(jθ 1 ), exp(jθ 2 ), · · · , exp(jθ M )), where in its main diagonal, θ m ∈ [0, 2π) denotes the phase shift on the combined incident signal by its mth element, m = 1, 2, ..., M [12] . Similar to the works in [12] - [16] , to efficiently design the transmit and reflect beamforming and jamming signal, the channel state information is assumed to be available in base station and IRS. All the channels are assumed to follow the quasi-static flat fading channel.
The transmitted signal from the base station to the user is given as
and the jamming signal from the jammer is given as
where s 1 and s 2 ∼ CN (0, 1) denote the independent information and jamming signal, respectively. f 1 ∈ C N ×1 and f 2 ∈ C N ×1 denote the beamforming and jamming precode vectors, respectively. Let P 1,max and P 2,max denote the maximum transmit power available at base station and jammer, then we have (f H 1 f 1 ) ≤ P 1,max and (f H 2 f 2 ) ≤ P 2,max . The signal received at user and Eve k can be given as, respectively,
and
where n U and n E,k ∼ CN (0, σ 2 ) are the complex additive white Gaussian noise (AWGN). Thus, the signal of interference plus noise ratio (SINR) of user and Eve k can be given as, respectively,
The achievable secrecy rate can be defined as
The energy consumed by the base station P BS and the jammer P G both consists of the transmit power and the hardware static power consumption. The power consumed by the IRS is denoted as P IRS . Thus, the total power consumed in the system can be given as
where ζ is the transmission power coefficient.
III. JOINT DESIGN OF BEAMFORMING AND JAMMING
In this section, the energy efficiency maximization problem is studied by jointly optimizing the beamforming vector, jamming vector, and phase shift matrix. An alternative algorithm is proposed to tackle the challenging non-convex problem.
A. Problem Formulation
According to [6] , the energy efficiency is defined as
Thus, the energy efficiency maximization problem can be expressed as
It is quite evident that problem P 0 is a non-convex problem due to the fractional structure of the objective function and the constraints (10d). In the following, we propose an alternative algorithm to solve this problem. By using the Dinkelbach's method [17] , P 0 can be solved by solving the following problem, given as
where η * is a non-negative parameter.
The interference from the jammer can be denoted as g H I,j ΘG J,
Thus, the SINR of user and Eve k are given as
and w is an arbitrary phase rotation. The problem can be transformed into
The problem P 1.1 is still non-convex due to the coupling of the beamformer, jammer, and IRS phase shift matrix. In the following subsections, we propose an alternative algorithm to design (f 1 , f 2 ) and w.
B. Optimizing the Beamforming for a Given w
In this section, we solve the problem P 1.1 to achieve the optimal secure transmit beamformer f 1 and jammer f 2 for a given w. Let h 
Let |h
The rank-1 constraint makes problem hard to be solved. Thus, we apply the semidefinite relaxation (SDR) method to relax the constraints. The problem P 1.2 can be expressed as
where F = {(F 1 , F 2 )|Tr(F 1 ) ≤ P 1,max , Tr(F 2 ) ≤ P 2,max , F 1 0, F 2 0)}. However, the problem P 1.3 is still a non-convex problem due to the objective function and the non-convex second constraint with respect to F 1 and F 2 . To solve this, the following lemma is applied [18] .
Lemma 1: By introducing the function φ(t) = −tx+ln t+ 1 for any x > 0, one has
The optimal solution can be achieved at t = 1/x. The upper bound can be given by using Lemma 1 as φ(t). By setting x = a 0 Tr(G U F 2 ) + 1, and t = t U , one has
where φ U (F 1 , F 2 ,t U ) = ln(a 0 Tr(H U F 1 ) + a 0 Tr(G U F 2 ) + 1) −t U (a 0 Tr(G U F 2 ) + 1) + ln t U + 1.
In the same way, let x = a 0 Tr(H E,k F 1 )+a 0 Tr(G E,k F 2 )+ 1 and t = t E,k , one has
where
By using Sion's minimax theorem [19] , the problem given by eq. (15) can be transformed into
According to Lemma 1, the optimal values of t U and t E,k can be achieved when
and t * E,k = (a 0 Tr(H E,k F 1 ) + a 0 Tr(G E,k F 2 ) + 1) −1 .
Here, the slack variable l ≥ max k∈K φ E,k is introduced. Thus, the optimization problem P 1.4 for F 1 and F 2 based on t * U and t * E,k can be given as
The problem P 1.5 is a convex problem since φ U (F 1 , F 2 ,t * U ) is a concave function and φ E,k (F 1 , F 2 ,t * E,k ) is a convex function, and the constraints are all convex. It can be solved by using a convex optimization tool.
After the optimal F 1 and F 2 are obtained, if rank(F 1 ) = rank(F 2 ) = 1, then the optimal f 1 and f 2 can be obtained from F 1 = f 1 f H 1 and F 2 = f 2 f H 2 by applying the eigenvalue decomposition. Otherwise, the Gaussian randomization can be used for recovering the approximate f 1 and f 2 [20] . Thus, the problem P 1.2 can be solved by alternately updating (t U , t E,k ) and (f 1 , f 2 ), which is summarized at Algorithm 1. the error tolerance ξ > 0, R th > 0, P 1,max > 0, P 2,max > 0, and the maximum iteration number T . 2) Initialization: id = 0, t U (0), t E,k (0), t W,U (0), t W,E,K (0), w(0), η(0); 3) Optimization:
for id=1:T solve P 1.5 by using convex optimization tool with (w * (id − 1) ); obtain the solution f * 1 (id), f * 2 (id),t U (id),t E,k (id); solve P 2.2 by using convex optimization tool with (f * 1 (id), f * 2 (id)); obtain the solution w * (id), t W,U (id), t W,E,k (id) and energy efficiency η(id);
the maximum energy efficiency η * is obtained; break; end end 4) Output:
{f * 1 , f * 2 , w * } and energy efficiency η * .
After obtaining the beamforming vectors f 1 and f 2 , by setting h W,U = H U f 1 , g W,U = G U f 2 , h W,E,k = H E,k f 1 , and g W,E,k = G E,k f 2 , the SINR of user and eavesdroppers can be denoted as 
The problem P 2.2 is a convex problem and can be solved by using the convex optimization tools. After the optimal W is obtained, t W,U and t W,E,k can be given by
After obtaining W, the optimal w can be given by eigenvalue decomposition with Gaussian randomization of W. The reflection coefficients can be given by
The overall optimization algorithm for solving P 0 is summarized in Algorithm 1, where ξ is the threshold and T is the maximum number of the iterations.
IV. SIMULATION RESULTS
In this section, simulation results are provided to verify the efficiency of the proposed method. We consider a threedimension Cartesian coordinate system. The simulation setting is based on the works in [12] , [20] . The locations of base station, Jammer, IRS, and user are set as (5, 0, 20) , (5, 0, 15), (0, 100, 2), (3, 100, 0) [20] . The channels are generated by the Our proposed scheme is marked as 'Efficiency-IRS'. We consider four cases to compare with the proposed method as benchmarks. The first benchmark only optimizes the transmit rate, which is marked as 'Rate-IRS'. The second benchmark only minimizes the transmit power, which is marked as 'Power-IRS'. The third benchmark without IRS is marked as 'Efficiency-NoIRS'. The fourth benchmark is the method that has IRS but no phase adjustment, which is marked as 'Efficiency-NoAngle'. Fig. 2 shows the energy efficiency versus the maximum transmit power achieved by different designs. The minimum secrecy rate threshold is set as R th = 0.5 bits/Hz/s. It can be seen that the energy efficiency achieved by the proposed method is the best among all the benchmark schemes. This indicates that our proposed IRS assisted cooperative jamming scheme is efficient to improve energy efficiency and achieve secure communications. It is worth to note that the system efficiency obtained by the proposed method, the benchmark schemes 'Efficiency-NoIRS' and 'Efficiency-NoAngle' first increases with P max and then converges to a constant. So for all these methods, when the available power is insufficient, the increase of the secrecy rate is beneficial for the system to obtain a higher energy efficiency with only a slightly higher power consumption. However, when the available power is sufficient, e.g., P max > 22 dBm in this setting, the continuous increase of the secrecy rate causes increase of the energy consumption, which leads to a decrease in energy efficiency. Similarly, the energy efficiency of the 'Rate-IRS' method first increases with the transmit power and then gradually decreases. The reason is that this method aims to maximize the secrecy rate without considering the power consumption. Thus, it is found that there is a tradeoff between the energy efficiency and the secrecy rate. The energy efficiency of the 'Power-IRS' method first slightly decreases and then keeps at a low level. The reason is that this method aims to minimize power consumption, and thus it only achieves the minimum secrecy rate R th to save more energy. In this case, both the energy efficiency and secrecy rate are very small. Secrecy rate (Bits/Hz/s) Efficency-IRS Rate-IRS Power-IRS Efficency-NoIRS Efficency-NoAngle Fig. 3 . Achievable secrecy rate versus maximum transmit power. Fig. 3 shows the achievable secrecy rate versus the maximum available transmits power P max . The secrecy rate obtained by the proposed scheme is consistent with the 'Rate-IRS scheme when P max is smaller than 22 dBm, which is the highest compared to other schemes. When P max is larger than 22 dBm, the 'IRS-Rate' method continues to use all the available energy to increase the secrecy rate that can be achieved. However, the proposed scheme maintains the secrecy rate at a stable level to achieve the maximum energy efficiency. Similar trends can also be observed from the curves of the 'Efficiency-NoIRS method and 'Efficiency-NoAngle method, which are consistent with Fig. 2 . The secrecy rate achieved by the 'Power-IRS' method first decreases and then stabilizes at the lowest level to save more energy. The curves in Fig. 3 indicate that with the aid of IRS, our proposed method can achieve a higher secrecy rate and obtain the maximum energy efficiency among all schemes. Fig. 4 compares the energy efficiency versus the minimum secrecy rate threshold R th . The maximum available transmit power is set as P max = 36 dBm. The energy efficiency achieved by the proposed method is the largest among those of the benchmarks as shown in Fig. 4 . This indicates that the IRS assisted cooperative jamming can help guarantee the secrecy rate requirement and achieve the maximum energy efficiency. The system efficiencies of the proposed method, the 'Efficiency-NoIRS' method, and the 'Efficiency-NoAngle' method are first maintained at a stable level then all decrease with the increase of R th . This is because when the minimum secrecy requirement is low, the higher rates that all these methods achieved can help the system to obtain a higher energy efficiency. But when R th is larger than those optimal rates, the system has to consume excessive energy to increase the secrecy rate to the minimum secrecy rate constraint, and thus causes the decrease of the energy efficiency.
In Fig. 4 , there are breakpoints that show up in the curves of the 'Efficiency-NoIRS' method and 'Efficiency-NoAngle' method when the R th is larger than 3.5 Bits/Hz/s and 4 Bits/Hz/s, respectively. The reason is that there is no feasible solution that can meet a higher R th even the maximum available transmit power is all used to increase the rate. Moreover, the energy efficiency of the 'Power-IRS' method first increases until R th is larger than 4.5 Bits/Hz/s, then the curve begins to decrease. This is because when the secrecy rate is smaller than 4.5 Bits/Hz/s, the increase of the secrecy rate can bring more benefits than the energy consumed. Thus, it results in the increase of the system energy efficiency. However, after the secrecy rate becomes larger, the power cost for increasing the secrecy rate is larger than the benefits that it brings to the system, which causes a lower energy efficiency. This also indicates that there is a tradeoff between energy efficiency and the secrecy rate. The energy efficiency of 'Rate-IRS' stays at the same level. This can be explained by the fact that the system uses all the available power to maximize the secrecy rate without considering the achievable energy efficiency. Thus, the curve does not change with the increase of R th . A comparison of the achievable secrecy rate versus the rate threshold R th is presented in Fig. 5 . The secrecy rates obtained by the proposed method, the 'Efficiency-NoIRS' method, and the 'Efficiency-NoAngle' method are first maintained at the stable level to guarantee the maximum energy efficiency. After R th is larger than the optimal rate, the secrecy rate constraint forces them to increase their rate linearly with R th . Similar to the reason for Fig. 4 , the missing points are because there is no feasible solution for those two benchmarks. It indicates that with the assistance of the IRS, the system can use a smaller transmit power to achieve a higher secrecy rate. Additionally, the secrecy rate of the 'Power-IRS' method increases with the R th linearly, which also verifies the observation in Fig. 4 . The secrecy rate achieved by the 'Rate-IRS' method is the largest among those of other methods and remains unchanged, which corresponds to the lowest energy efficiency shown in Fig. 4 .
V. CONCLUSION
In this paper, an IRS-assisted MISO wireless communication network was considered with cooperative jamming. The energy efficiency was maximized by jointly optimizing the beamforming, jamming precode vectors and IRS phase shift matrix. An alternative algorithm was proposed to solve the challenging non-convex fractional optimization problem. It was shown that our proposed method outperforms other benchmark schemes in terms of energy efficiency and achieves a good tradeoff between the secrecy rate and energy efficiency.
